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THE OFFICE OF THE INTERNAL AUDITOR

The Office of Internal Audit focuses its attention on areas where it can contribute the most by working
with the organization to reduce risk and increase operational efficiencies. Since the last Audit Committee
meeting, we focused on providing audit and advisory support to management and the Corporation in
alignment with the approved 2018 Audit Strategy and Plan.

Internal Audit Update

Audit Plan Execution

The OIA follows a risk-based approach in developing and monitoring progress for delivery of the audit
plan. As we reassess our understanding of risk within the organization and consider operational
challenges, we re-examine our plan, thereby confirming that it continues to provide the expected
assurance and that audit resources remain appropriately focused.

Since the previous meeting, we assessed the overall plan coverage and opted to add an audit of Field
Check Inventory following observations during the 2017 CAT Field Check audit and defer work
scheduled on the ABC Budgeting process given process changes currently being considered by Budget
Management.

Progress against Plan

Progress Against Audit Plan

This graph represents the 2018 Audit Plan which
includes 27 assurance and  advisory
engagements. Of these planned engagements
52% (or 14) engagements were either completed
or in various stages of completion. Nine projects
carried over from 2017 have also been
completed.

41%

48%

11%

mCompleted wDraft minProgress = To Do

Work in Progress

In the execution of our audit engagements we follow a structured process which is divided into three
main categories, e.g.: The first step focuses upon engagement planning (including notification, fact
finding, process risk and scope and objective setting); the second step focuses on project execution or
fieldwork; and the last step in the audit process includes report delivery (agreeing results from fieldwork
with management and delivering a written result of the work completed). At the moment we have the
following 11 audit engagements in progress:
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e CenterPoint Project
Monitoring (phase 3:
Budgeting) (in fieldwork)

e CenterPoint Project (phase 5:
Recruiting) (in fieldwork)

o Citizens Insurance Suite
Project (V9: ClaimCenter
upgrade) (in fieldwork)

¢ Data Retention (in planning)

¢ Financial Ratios
Benchmarking (in fieldwork)

¢ Investment Management (in
planning)

e Social Media (in planning)

o Strategic Workforce Planning
(in planning)
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OIA continues to monitor the project to provide assurance that
there is proper oversight and change management control
procedures are followed throughout implementation and provide
key consulting guidance when necessary.

OIA continues to monitor project processes and progress and
provide advisory support to the project team and business areas
in the identification and mitigation of risks as needed.

In order to maintain Guidewire support and take advantage of
improved functionality, an upgrade to version 9 will occur in a
phased approach beginning with ClaimCenter. OIA monitors
project process and progress and provides advice and support to
management.

Data Retention policies and procedures are required to ensure
that documents are retained in accordance with laws and
regulations as well as ongoing business needs. OIA will provide
sample frameworks, policies, processes and recommendations to
enhance current practices.

To identify and understand the components of Citizens’ various
reported financial ratios, and benchmark components of Citizens
financial ratios to others in the industry

Citizens has four investments policies which are monitored using
a new Investment Performance and Compliance software
(Factset). OIA plan to provide assurance that processes and
controls to monitor external investment managers are adequately
designed and operating effectively. This includes ensuring the
investment compliance software is adequately monitoring
investment activity.

OIA will provide assurance that adequate and effective controls
are in place to support internal clients and protect Citizens against
reputational damage through proper use of supporting social
media tools, monitoring and reporting (metrics), training,
authorizations, administrator and user access, and compliance
with corporate policy and procedures.

Human Resources plans to develop and deliver a Strategic
Workforce Program to facilitate the understanding and
achievement of current and future staffing needs. OIA will provide
advisory support in the development of a value add program that
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e Tampa Data Center Migration

(in fieldwork)

Unclaimed Property
Operational Process
(Escheatment) (in planning)

Vendor Management (in
planning)

Work Completed
We completed 11 audit engagements since the last Audit Committee meeting:

Cat Field Checks

CAT Independent Adjuster Day Rate and Fee

Bill

CAT Pay Policy and Execution
CAT Travel Expenses

Field Check Inventory

Summary of Audit Results
The following represents a brief summary of the audit work completed and presented to management.
Additionally we presented an interim memorandum focusing on Centerpoint Phase 1 Post-
Implementation. Detailed copies of the reports and memorandums have been included in this
presentation for your consideration.
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could enable business units to more accurately plan, forecast, and
acquire the appropriate resources.

The current backup data center is being migrated to a new location
to reduce risk and cost and to enhance system related disaster
recovery processes. OIA will provide advice related to project
governance, operational controls and practices in support of the
migration.

Escheatment is the process of identifying customers’ uncashed
claims payments or premium refunds that are considered
abandoned and remitting the funds to the appropriate state if the
customer cannot be contacted. Following changes in staffing, OIA
was approached to provide advice and guidance in respect of
future staffing and process requirements.

With this audit we will provide assurance that adequate and
effective controls are in place to identify, assess, and mitigate
vendor risks and satisfactorily manage the vendor in alignment
with corporate vendor management governance practices.

e [rma Emergency Procurement

Irma Project Impact

e Network Assessment

¢ Office of Foreign Asset Control (OFAC)
e Self-Insured Health Plan

e Third Party Access

Cat Field Checks (Needs Minor Improvement) - Through this audit we evaluated the design and
effectiveness of the controls associated with the distribution and monitoring of field claim payment

checks issued during hurricane

Irma to ensure compliance with the respective corporate policies.

Although we obtained reasonable assurance that field check ALE payments to impacted
policyholders were properly authorized and accurately processed in accordance with existing
procedures, we however noted that there were certain control activities which needed to be
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strengthened going forward to properly safeguard the field check stock. No instances of
inappropriate ALE payments or misappropriation of field checks were noted, and a detailed Check
Inventory Audit was kicked off on December 11, 2017 to place assurance that no checks were
missing.

o CAT Independent Adjuster Day Rate and Fee Bill (Satisfactory) - The objective of this audit was
to obtain reasonable assurance that CAT Independent Adjuster Payments (Day Rate and Fee Bill)
made during the current CAT event were being processed in accordance with established
procedures and were valid and accurate. Through the audit we obtained reasonable assurance that
the processes and internal controls for CAT Independent Adjuster Payments are operating
effectively. OIA noted that Day Rate payments were made accurately in accordance with existing
processes and applicable rate tables. In the case of Fee Bill payments, OIA noted a very small
number of instances where duplicate payments were made for adjusting expense invoices.
Management will undertake several activities to improve the controls for duplicate payments.

e CAT Pay Policy and Execution (Satisfactory) - The objective of the audit was to evaluate the
design and effectiveness of the controls over the Catastrophe Pay program to ensure compliance
with the respective corporate policies and procedures. Results from our audit work indicate that the
corporate policies and procedures used to administer the Catastrophe Pay program sufficiently
define the eligibility requirements, compensation criteria and authorization procedures. We also
noted that the control processes are adequately designed to ensure that eligibility requirements are
met and transactions are properly approved and processed accurately. OIA recommended a
process improvement opportunity to develop a centralized process to track and monitor Citizens’
employees approved for Catastrophe Pay.

e CAT Travel Expenses (Satisfactory) - With this audit we evaluated the design and effectiveness
of the controls over CAT travel expenses to ensure compliance with the respective corporate
policies and to ensure the increased volume did not result in any control breakdowns. The results
from our work indicate that Finance Accounts Payables’ expense review processes functioned well
through the increased expense volume. Some minor process improvement opportunities were
identified and were discussed with management for consideration during their planning for the
upcoming storm season.

o Field Check Inventory (Satisfactory) - With this targeted audit, we completed a detailed unused
field check inventory to identify any potential missing checks so that appropriate actions could be
taken if necessary. The results from our work did not identify any missing checks.

e Irma Emergency Procurement (Satisfactory) - The objective of this audit was to evaluate the
adequacy and effectiveness of processes and controls in place to ensure compliance with
emergency procurement policies. The results from our work indicated that both the Vendor
Management Office and Purchasing departments were able to fulfill and assist Citizens’ need to
procure goods during the declared emergency. VMO personnel improvised and utilized multiple
technology resources to prioritize needs, obtain quotes, contact and mobilize vendors with existing
contracts enabling the business to meet their needs under stressful circumstances. OIA noted an
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opportunity to enhance the emergency procurement procedures which management has agreed to
implement before the next hurricane season.

e Irma Project Impact (Satisfactory) - The objective of this audit was to assess whether decisions
to delay enterprise projects following the Irma catastrophe response initiatives were appropriately
reviewed with IT and business managers and that any potential significant residual effects on the
organization resulting from project date changes were escalated to ensure alignment with executive
management’s expectations. Our work noted that project changes were well communicated and
project changes created no significant residual effects on the organization.

o Network Assessment (Satisfactory) - The objective of this audit was to evaluate the effectiveness
of the processes comprising periodic network penetration testing. The scope included an
assessment of the IT Security policies and standards associated with periodic penetration testing.
As well, the third party test was assessed against Citizens’ internal cyber security standards and
industry leading practices. The OIA confirmed that a detailed and comprehensive set of tests were
conducted by the vendor and that the policies, standards and overall effectiveness of the testing
process were satisfactory. The vendor report indicated some opportunities for improvement, none
of which were considered critical, and IT Management developed a comprehensive plan for
remediation of the issues noted.

o Office of Foreign Asset Control (OFAC) (Needs Improvement) - The objective of this audit was
to evaluate the adequacy and effectiveness of the processes and controls in place to ensure
compliance with OFAC requirements. The results from our work indicate that Legal Services has
compiled the pertinent transactional information and utilizes a screening system with the current
Specifically Designated National (SDN) list to comply with OFAC requirements. During the audit,
OIA noted a process disruption that impacted the screening of daily claimant files and determined
opportunities to strengthen oversight and monitoring of the screening process. Management is
actively addressing the observations.

o Self-Insured Health Plan (Satisfactory) - The objective of this audit was to evaluate the adequacy
and effectiveness of controls related to managing the self-insured health plan. OIA confirmed that
processes designed to manage the self-insured health plan are well managed with effective internal
and external controls over financial accounting, reserving, member eligibility, and reconciliation of
invoices. As the self-insured plan continues to mature, there will be additional opportunities to
strengthen controls related to vendor monitoring and employee education to further mitigate risks.
In the event the benefit consulting contract is re-solicited, key controls identified during the audit
should be considered in future vendor selection.

o Third Party Access (Needs Improvement) - This audit evaluated the adequacy and effectiveness
of the processes and controls in place to manage third party access to Citizens’ information assets
such as data, applications, services and infrastructure. Our work indicated there are opportunities
for improvement associated with Citizens’ management of third party access in the areas of
governance as well as IT Security standards assignment and implementation. These opportunities
are being addressed by IT management.
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e Centerpoint Phase 1 Post-Implementation (Memorandum) - The OIA continues to provide
advisory support for the implementation of Centerpoint by providing consultative advice regarding
controls to business area and project management upon request, as well as confirms the effective
utilization of project governance processes and timely escalation and handling of issues. The
Centerpoint Project Team’s tremendous efforts led to the successful and timely implementation of
Phases 1, 2, and 4. Overall OIA noted that the Centerpoint Project Team continues to improve the
efficiency of the implementation process throughout the project by identifying lessons learned from
each phase that will benefit the implementation of remaining phases. Also, the project team has
established an effective process to address system enhancements as well as defects. This process
is well managed and comprehensive including the identification, escalation, and mitigation of risks.

Control deficiency resolution

As of the end of March we are tracking five open observations. Since the last Committee meeting, six
new observations were added, and one observation was resolved and closed. Overall, open items
receive adequate business focus and implementation of agreed corrective action is well managed.
There are currently no high rated observations outstanding. The action plan for the remaining
observations are scheduled to be completed by April 30, 2018.

2017-2018 Open Observations Metrics

12018

Q1 2017 Q2 2017 Q3 2017 Q4 2017 ('I?o Date
Open 4 6 5 1 0
New 5 0 0 1 6
Closed 3 1 4 2 1
Risk Acceptance 0 0 0 0 0
Remaining 6 5 1 0 5

Update on Citizens Internal Control Framework (CICF)

There are two primary initiatives led by the ICO. The first is an initial roll-out of the ICF through ICO led
process reviews. These reviews are planned, documented and reported by ICO in collaboration with
management. The second initiative is the enablement and monitoring of management Control Self-
Assessments (CSAs). CSAs are performed by management after ICO process reviews to ensure
ongoing control design and operating effectiveness. Beginning in the 2nd quarter of 2018, management
will be responsible for performing annual CSAs. The ICO will monitor CSAs through periodic
performance of independent reviews.
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Update

1st Quarter 2018 Accomplishments

During the first quarter, the ICO made progress on 6 of the 16 ICF process reviews planned to be
completed during 2018. For these 6 reviews, the ICO has completed inherent risk assessment
workshops with management and is completing process walkthroughs and process documentation.
These reviews are planned to be completed during the 2nd quarter of 2018. In addition, the ICO is
working on other internal projects including review of the ICO controls software functionality, a plan to
refresh inherent risk assessments for previous years’ process reviews and rebalancing ICO business
unit assignment.

2" Quarter 2018 Upcoming Key Activities

During the second quarter, the ICO is scheduled to kick-off process reviews for an additional 4 of the
16 process reviews scheduled to be completed during 2018. These process reviews are planned to be
completed during the 2" and 3™ quarters of 2018. The ICO will also be working on two other projects
including conducting 2018 inherent risk assessment refresher workshops and refining a training
approach for management’s completion of CSAs.

15t Quarter Accomplishments Upcoming Key Activities
Areas completed or in progress as of March 2018 The following projects are scheduled to
are: commence in the 2" Quarter of 2018:
Process Reviews: Process Reviews:
¢ Facilities Management (Operations) ¢ Records Management
e |IT Strategy and Planning e Corporate Insurance
e IT/Business Unit Communications e IT Enterprise Architecture
e |T Change Management P

: IT Application Development
e [T Service Request Management * PP P
e T Incident and Problem Management

Additional Projects:
e Conduct 2018 inherent risk assessment
refresher workshops.

Additional Projects:

e Review and refinement of the framework and
control self-assessment setup in ICO’s internal

control software. ¢ Review and refine management training

e Development of a plan for inherent risk of ICO’s internal control software for
assessment refresher workshops for previous management’s documentation of 2018
years’ process reviews. control-self assessments.

¢ Review and rebalance process universe
assignments within 1CO.
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Update on Enterprise Risk Management (ERM)

The Enterprise Risk Office (ERO) was created as the custodians of Citizens’ Enterprise Risk
Management (ERM) Framework and is tasked to facilitate the roll-out of this framework throughout all
aspects of Citizens, thereby enabling management across all levels of the organization to self-identify,
evaluate, record and manage risks.

With this in mind, the ERO worked with senior management to develop a robust ERM framework and
risk management process which simplifies the identification and mitigation of risks across all business
platforms. Risk management assessments are being conducted from three different perspectives: top-
down (strategic risk); bottom-up (operational risk); and project risk.

The focus for the ERO in 2018 will be to implement the revised Strategic Risk Management process
and continue to enhance the on-going Operational Risk Management processes.

Monitor & Report

Top risk

Strategic Risk Management

Project Risk Mana Risk Management

Strategic Risk Management

The revised Strategic Risk Management process and 2018 implementation plan was presented and
approved by the Risk Steering Committee at its November 2017 meeting. During the 1%t quarter, the
ERO introduced the revised approach to senior management. Each member of the Executive
Leadership Team (ELT) was interviewed and asked to identify their top 5-7 risks to achieving the key
objectives and strategic initiatives. These interviews resulted in the identification of 22 risk elements.
These risk elements were further reviewed by senior management and resulted in the identification of
16 key risks. These risks were discussed and prioritized in a facilitated risk assessment workshop
attended by all the members of the ELT. Through the use of an anonymous voting tool, the ELT rated
the risks on both impact to Citizens and probability of occurrence. Each of the 16 identified risks were
assigned an ELT risk owner.
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The ERO will be working with these Risk Owners to further develop a summary of current and future
mitigation activities. The top strategic risks will be presented to the Audit Committee once this work is
completed.

Operational Risk Management

The ERO commenced late last year with the operational risk assessments, mainly in support of the
Internal Control Framework roll-out. In 2018 the operational risk assessments will continue to be
coordinated and collaborate with the on-going Internal Control Framework (ICF) roll-out. The ICF project
has defined 76 functional and operational processes and IT functions. Operational risk assessments
are in process for 29 processes / functions with another 15+ to begin this year.

These 29 risk assessments have resulted in the identification of 169 inherent operational risks. Of these
169 inherent operational risks, 10 have been rated as High, 105 as Medium and 54 Low.

Operational Risk Assessments
Inherent Risk Rankings

i Inherent Risk Rankings
High 10
Medium 105
Low 54
Total 169

62% 6%

mHigh Medium ®=mLow

In addition to rolling out new processes in 2018, the ERO will be implementing the ERM administrative
system in the second quarter of 2018. This system will ensure that everyone in the organization
understands their risk and has the ability to self-identify, document, manage and monitor their risks.

Resource Update
The ERO team has an opening for one additional team member and is currently recruiting.

2017 Annual Report

Florida Statutes require the Chief of Internal Audit to submit an annual report on or before February 15,
summarizing the activities of the OIA during the preceding fiscal year. Per Statute the report should
include, but not be limited to: an evaluation of the effectiveness of Citizens’ internal controls;
recommendations for corrective action, if necessary; and summaries of the audits, reviews and
investigations conducted by the office.
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This report is presented to Citizens’ Board of Governors, the Executive Director, the members of the
Financial Services Commission, the President of the Senate and the Speaker of the House of
Representatives to comply with Florida Statutes and to provide information on how the OIA
accomplishes its mission.

Within this report the OIA noted that the results of our audit work completed during 2017 indicated that
Citizens has a well-established and functioning control environment. In comparison to previous years
the rating impacts (high, medium, or low) and root causes of issues noted, remain relatively consistent
year over year. Accordingly, results of our work do not give rise to concerns regarding audit findings
and impact on the overall control environment.

Annual Charter Update and Review

e Citizens Audit Committee Charter
The primary function of the Citizens Property Insurance Corporation (Citizens) Audit Committee
(Committee) is to assist the Board of Governors (Board) in fulfilling its oversight responsibilities for
the financial reporting process, system of internal controls and risk management, Citizens’
compliance with legal and regulatory requirements, the qualifications, independence, and
performance of the external auditors and internal audit function.

The Audit Committee Charter is the formal written document that defines the authority and
responsibility of the Committee as delegated by the Board. The Audit Committee Charter was
originally approved during the March 13, 2008 Board of Governors meeting with subsequent
approvals annually thereafter. This year’s review of the Charter did not reveal any specific need for
revision. If there are no changes from the Committee, | recommended that the Committee approve
the charter in its current form.

e Citizens OIA Charter
The Office of the Internal Auditor departmental Charter is the formal written document that defines
the OIA purpose, authority and responsibility. The charter establishes the OIA position within the
organization, authorizes access to records, personnel and physical property relevant to the
performance of engagements, and further defines the scope of the OIA activities. The Audit
Committee last reviewed the charter in March 2017.

This year’s review of the Charter did not reveal any specific need for revision. If there are no changes
from the Committee, | recommended that the Committee approve the charter in its current form.

Recommendation

Chief of Internal Audit requests Committee approval of the Citizens Audit Committee and the Office of
the Internal Auditor’s Charters as presented.
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