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Assures the right people with the right levels of access

Manages user and systems identity access 
privileges appropriately to reduce the risk of 
unauthorized access.

Provides a 360-degree view of all access 
of an identity in one place and analytics 
into access.

Standardizes role-based access for 
quick provisioning / de-provisioning.

Reduce Cybersecurity Risk

Analytics & Audit Reporting

Role based Access Control

Easier Access Certification ensures 
regulatory compliance

Access Certification

Streamlines the access management 
system to quickly and securely integrate 
with applications, cloud platforms, and 
other services

Facilitate Digital Innovation

Identity Governance & Administration (IGA)
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Single Sign On & Centralized Access Management

Single sign-on provides easier and 
secure access using centralized 
authentication mechanism

Multi-Factor Authentication provides an 
additional layer of security for access to 
systems and applications

Consolidates Siloed Access 
Management for business-to-

business (B2B) and business-to-
consumer (B2C) use cases into one.

Identity & Access Management (IAM)
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2019 2020 2021 2022 Q4
2022

Gartner assessment
for Identity & Access 

Management completed

MFA1 rolled out

Solicitation for IAM3/IGA4completed
• Product selected: SailPoint
• Implementation partner: Wipro

IAM3/IGA4 implementation
kick-off

Program History

PAM2 tool implemented

1MFA – Multi Factor Authentication
2PAM – Privileged Access Management
3IAM – Identity & Access Management
4IGA – Identity Governance & Administration 
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Identity Governance Administration (IGA)
IGA Implementation of myIdentity3 kicked-off in 2022, along with Azure Active Directory Implementation for Single Sign-On 

2022

2023

2023

2023
myIdentity3 Project kickoff

Onboarded Centerpoint1 and 
myAgency2 to myIdentity3

Automated provisioning and de-
provisioning of employees and 

contingent workers through 
myIdentity3

Authentication of Centerpoint1 and 
myAgency2 changed from CAG4 

to Azure Active Directory

myIdentity Implementation

• Enables employees and 
suppliers to use the system 
without additional authentication 
on Citizens issued devices

• Employees can access 
Centerpoint1 outside Citizens’ 
network by validating MFA5.

Automated provisioning and de-
provisioning of Agency admin 

staff through myIdentity3

1Centerpoint – Enterprise Resource Planning (ERP) System
2myAgency – Agency Management System
3myIdentity – Identity Governance System
4CAG – Citizens Authentication Gateway
5MFA – Multi Factor Authentication
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Implementation Pipeline (2024-2025)

• Fraud Analytics Software(FRISS)
• Agency Management Platform (myAgency)
• Citizens Insurance Suite
• Citizens Learning Center
• CAIS (Vendor Credentialing Platform)
• Internal Website
• External Website
• Claims Legal Management System
• Customer Policy Management Portal
• Other Citizens Applications & Systems

What’s Next?
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Budget and Spend

Available
(2024 – 2032)

Spend To Date2

(2022 – 2024)Action Item1

$859,486

$560,450

$111,400

$1,531,336

$2,188,600

$3,440,393

$1,429,550

$7,928,519

$859,976

Products

Implementation

Support Services

Total Spend

Contingency

$4,299,879

$2,000,000

$2,300,000

$9,459,855

$859,976

1Action Item for Identity Governance and Administration was approved on March 23, 2023. 
2Spend as of March 2024. 

Budget and Spend
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