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What is Enterprise Resiliency
• Enterprise Resiliency Program 

◦ Provides the methodology for Citizens to anticipate, absorb, 
respond to, and mitigate negative impact to the business from 
unexpected crisis events and business interruptions

• The Business Impact Analysis 
◦ Establishes the scope, requirements and practices for resiliency 
◦ Identifies the people, processes, technology, dependencies and 

resources 
◦ Analyzes the impact and maximum allowable downtime that is 

tolerable 
◦ Identifies existing strategies, gaps and risk mitigations to minimize 

impact 

Enterprise Resiliency
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Business Impact Analysis Specifics

Page 3

Citizens’ Business Impact 
Analysis process established the 

system recovery order of all 
systems, including 34 Mission 
Critical Systems that must be 

recovered within 24 hours or less 
to support different Citizens 

business units.

Business Impact Analysis



Program Governance and Progress
• Enterprise Resiliency Program is operational with continuous 

improvements from lessons learned through regular exercises and actual 
events

• Enterprise Resiliency Governance Committee
◦ Quarterly meetings for oversight and support for ongoing program 

activities. Senior leaders and Enterprise Risk representation
• Crisis Management Team Redbook

◦ 2020 updates and pre-COVID-19 exercise
• Program Updates during 2020 for Enterprise Realignment

◦ Enterprise Resiliency Governance Committee
◦ Crisis Management 
◦ Crisis Response Teams 
◦ Business Continuity Plans 
◦ Business Impact Analysis Page 4

Enterprise Resiliency
Governance



• Claims
• Communications, Legislative & 

External Affairs
• Consumer Policy Services
• Enterprise Operations (3)
• Financial Services (5)
• Human Resources (3)
• Legal Services (3)
• Office of Internal Audit
• Office of Inspector General
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Nineteen Business Continuity Plans

* Plan requires thorough revision due to reorganization

Business Continuity
Plans
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Business Continuity Exercises and Resiliency State Assessments
• 18 Plan 

Exercises 

• 18 Resiliency State Assessments

• 2020 Plan Exercise Schedule

• Agility Recovery Solutions 
Mobile Recovery Unit Test 

Business Continuity
Exercises



COVID–19 Response – Recent Activities
• Storm Response

◦ Alternative strategies developed/validated for maintaining CDC 
guidelines for Field Operations staff

◦ Ongoing support for declared Essential staff
◦ Vendor Risk Assessment has been conducted and gaps 

addressed
• Enhanced employee personal preparedness and evacuation planning 

for natural disasters while COVID-19 CDC and other protocols are in 
effect 
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COVID-19 Response



IT Resiliency & Disaster Recovery Posture
• Continuous improvement in DR strategy for technology infrastructure 

changes/improvements 
• Backup and Recovery / Replication Enhancements per Business Impact Analysis 

results include
◦ Recovery Time Objectives and Recovery Point Objectives for business 

requirements
◦ Cloud Infrastructure strategy for Disaster Recovery

• Failover Tests & Results 2019
◦ Citizens Insurance Suite (CIS) – August 2019, Completed successfully 
◦ TrackerPro - December 2019, Completed successfully 
◦ Business Processes validate at Disaster Recovery site and on return to CSX 

production site
• Ongoing Activities and 2020 Exercise Schedule

◦ 2020 Exercises; CIS and Voluntary – July 11, 2020, Completed successfully with 
OIA observation team

◦ Telephony Survivability (November 2020)
◦ Citizens Data Warehouse, Cognos, CAIS (November 2020)

• Ongoing Unit Testing and health checks of new and existing technology
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IT Resiliency and
Disaster Recovery



Enterprise CAT Assurance and Response 
• Annual Assurance process completed (100+ checklist items)

◦ Field Service Vehicles, Claims Service Vehicle and Satellite services ready
◦ Technology enhancements for Additional Living Expense payments (EFT 

payment process)
◦ Catastrophe Response Center testing completed
◦ Systems Validated and Ready

• Response Ready, COVID-19 adjustments completed
◦ Technical enhancements to support Remote Work capabilities for 

Independent Adjusters
 Citrix
 Softphones
 Zoom Conferencing 

◦ Virtual Onboarding for Storm Response 
◦ Enhance Catastrophe Response Centers for complying with CDC guidelines
◦ Exercises to validate Information Technology Support Posture
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CAT Assurance
and Response


	Enterprise Resiliency Update�Robert Sellers    ISAC – August 2020
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9

